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Being the Information Security Officer for a financial institution is a big responsibility in 

today’s world of cyber threats and data breaches. This webinar is for those who are new to 

the role or have been the ISO for some time but want to review what is expected and how 

to be successful. As the ISO, part of your responsibility is building and maintaining the 

Information Security Program. While it has many important elements, there are really 3 

basic components: Risk Assessment, ISP Policies and Procedures, and Audit. The Risk 

Assessment will help you make decisions, the Policies and Procedures document the 

decisions for your institution to implement, and audit verifies that they have been 

completed and are adequate controls to protect your institution. 

 

https://oncourselearning.us10.list-manage.com/track/click?u=92ad1b34176b78abcb8550fe5&id=92cbb794b1&e=55f334343d


Building a strong Information Security Program is a fundamental component to a 

successful ISO. We will review various regulatory guidance that outlines ISO 

responsibilities and reporting structures. Additionally, various educational paths that can 

help develop your skills in the future.  

What you will learn:  

• FFIEC Roles and Responsibilities of the ISP 

• Building a strong Cybersecurity Culture 

• Board Reporting 

• Educational and Certification Paths 

• Strong Risk Assessment Methodology 

• Creating your ISP with Policies and Procedures 

• Effective IT Auditing 

 

Who Should Attend: 

 

Information Security Officer, IT Manager, Risk Officer, Internal Auditor, Board members, or 

other management team members looking to more clearly define the roles of an 

Information Security Officer to better enable success. 

  

About the Presenter 

Chad Knutson is a co-founder and Senior Information Security Consultant for SBS 

CyberSecurity, a premier cybersecurity consulting and audit firm dedicated to making a 

positive impact on the banking and financial services industry, and has served as 

President of the SBS Institute since 2013. Chad maintains his CISSP, CISA, and CRISC 

certifications, and received his Bachelor of Science in Computer Information Systems and 

his Master of Science in Information Assurance from Dakota State University. 

 

Chad is dedicated to educating industry professionals about cybersecurity. While 

consulting with financial institutions, he saw the need to empower employees to be better 

prepared to confidently handle cybersecurity threats, create and manage strong 

information security programs, and understand ever-changing regulations at their 

institution. He was a driving force in the development of the SBS Institute certification 

program, which is uniquely designed to serve the banking industry by providing banking 



 

specific, role-based certifications cyber education. The SBS Institute has grown to include 

over ten certifications and State Association partners in over 30 states.  
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OnCourse Learning Financial Services is a leading provider of governance, risk and 

compliance training for the bank, credit union, mortgage, gaming and nonbank financial 

services industries. With industry leading content and a sophisticated learning 

management system, the company empowers customers to enhance workforces, manage 

compliance and advance careers through technology-based personal learning. To learn 

more, visit OnCourseLearning.com/Financial-Services. 
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